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This Data Protection Amendment ("Amendment") is integral part of the Master Service Agreement (MSA) between service provider acting on its own behalf and as agent for each service provider Affiliate; and [Note: data controller legal entity to be included here] FPT Software acting on its own behalf and as agent for each Company Affiliate.

The terms used in this Amendment shall have the meanings set forth in this Amendment. Capitalized terms not otherwise defined herein shall have the meaning given to them in the Master Service Agreement.  Except as modified below, the terms of the Master Service Agreement shall remain in full force and effect.   
In consideration of the mutual obligations set out herein, the parties hereby agree that the terms and conditions set out below shall be added as an Amendment to the Master Service Agreement. Except where the context requires otherwise, references in this Amendment to the Master Service Agreement are to the Master Service Agreement as amended by, and including, this Amendment.

The Service Provider shall process the Data as a processor or sub-processor only for the described purpose as necessary to perform its obligations under the Master Services Agreement MSA and strictly in accordance with the documented instructions of the data controller FPT Software Company, Ltd... In no case the service provider shall process the Data for its own purposes or those of any third party.

This Personal Data Protection Amendment is agreed between:

Data Controller: Company Name, Address, Business Area 

And


Data Processor: Company Name, Address 

1. INtroduction

For the purpose of this Amendment, the terms “Controller”, “Processor”, “Data Subjects”, “Personal Data”, “Processing”, “Personal Data Breach”, “Binding Corporate Rules”, “Supervisory Authority” shall have the meaning of the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016, on the protection of natural persons with regard to the processing of personal data and on the free movement of such data and repealing General Data Protection Regulation or GDPR.

1.1
Definitions

In this Amendment, the following terms shall have the meanings set out below and cognate terms shall be construed accordingly:

Applicable Laws means European Union or Member State laws with respect to any Company Personal Data in respect of which any Company Group Member is subject to EU Data Protection Laws; and any other applicable law with respect to any Company Personal Data in respect of which any Company Group Member is subject to any other Data Protection Laws.

Company Affiliate means an entity that owns or controls, is owned or controlled by or is or under common control or ownership with Company, where control is defined as the possession, directly or indirectly, of the power to direct or cause the direction of the management and policies of an entity, whether through ownership of voting securities, by contract or otherwise.

Company Group Member means a Company or any Company subsidiary or legal entity.

Personal Data means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
Company Personal Data means any Personal Data processed by a Contracted Provider (Processor) on behalf of a Company Group Member pursuant to or in connection with the MSA.

Data Protection Laws means EU Data Protection Laws GDPR, its UK specific derogations and, to the extent applicable, the data protection or privacy laws of any other country like APPI, PDPA, PDPO, PIPA, PIPEDA., CCPA.

EEA means the European Economic Area.

Contracted provider means a natural or legal person, public authority, agency or anybody other than the data subject, controller, processor and persons who under direct authority of controller or processor, are authorized to process personal data.

Transfer means transfers of personal data by any business in the European Economic Area (“EEA”) to outside the EEA e.g., where data is to be held on servers abroad, or emails or attachments containing personal data are sent to recipients abroad, are unlawful unless within narrow exceptions. “Transfers” in this context also include remote screen access in the US to data held on servers in the EEA. 

Restricted Transfer means:

A transfer of Company Personal Data from any Company Group Member to a contracted provider (Processor) or an onward transfer of Company Personal Data from a contracted provider (Processor) to a contracted provider (Processor), or between two establishments of a contracted provider (Processor).

In each case, where such transfer would be prohibited by Data Protection Laws (or by the terms of data transfer agreements put in place to address the data transfer restrictions of Data Protection Laws) in the absence of the Standard Contractual Clauses to be established below.

Standard Contractual Clauses (SCCs) are standard sets of contractual terms and conditions which the sender and the receiver of personal data both sign up to, aimed at protecting personal data leaving the European Economic Area (EEA) through contractual obligations in compliance with the GDPR's requirements.

Services means the services and other activities to be supplied to or carried out by or on behalf of a provider for Company Group Members pursuant to the MSA.

Security/Personal Data Breach, means the occurrence of any actual breach of security which will likely lead to, leads to or that may have led to, accidental or unlawful destruction, loss, alteration, compromise, disclosure of, or unauthorized access to Personal Data, stored, transmitted, or otherwise processed by or on behalf of provider in connection with the delivery of services and/or products descripted in the MSA.

A breach is therefore a type of security incident and there are three different types of breach that may occur:

Confidentiality breach – an accidental or unauthorized disclosure of, or access to, personal data.

Availability breach – an accidental or unauthorized loss of access to, or destruction of, personal data.

Integrity breach – an accidental or unauthorized alteration of personal data.

A breach can concern confidentiality, availability, and integrity of personal data at the same time, as well as any combination of these.

Sub-processor means any natural or legal person, public authority, agency or anybody other than the data subject, controller, processor and persons who under direct authority of controller or processor, are authorized to process personal data (including any third party and any provider Affiliate) appointed by or on behalf of the provider or any provider Affiliate to process Personal Data on behalf of any FPT Software Group Member in connection with the MSA.

Provider Affiliate means an entity that owns or controls, is owned or controlled by or is or under common control or ownership of the provider, where control is defined as the possession, directly or indirectly, of the power to direct or cause the direction of the management and policies of an entity, whether through ownership of voting securities, by contract or otherwise.

1.2
Authority

The provider warrants and represents that, before any provider Affiliate processes any Company Personal Data on behalf of any provider group member, provider's entry into this amendment as agent for and on behalf of that provider Affiliate will have been duly and effectively authorized (or subsequently ratified) by that provider Affiliate.

2. PROCESSING OF PERSONAL DATA

2.1
Obligations of the Provider

The provider must be complied with all applicable Data Protection Laws in the processing of FPT Software personal data.

The provider has not to process FPT Software personal data other than on the relevant FPT Software or FPT Software  group member’s documented instructions unless processing is required by applicable laws to which the relevant contracted provider (processor) is subject, in which case provider or the relevant provider affiliate shall to the extent permitted by applicable laws inform the relevant FPT Software group member of that legal requirement before the relevant processing of that personal data. 

It is hereby clarified and implied for the purposes of this Data Protection Amendment, that the FPT Software has obtained sufficient authorization, legitimate interest and/or written consent from its Data Subjects for the personal data provided to the provider or entered into provider’s systems/software, SAP, Peoplesoft, Service Now etc.  

2.2
FPT Software or FPT Software Group Member Obligation

FPT Software or FPT Software Group Member instructs provider and each provider Affiliate how to process FPT Software Personal Data; and in particular, transfer FPT Software Personal Data to any country or territory as reasonably necessary for the provision of the Services and consistent with the MSA and warrants and represents that it is and will at all relevant times remain duly and effectively authorized to give the instruction on behalf FPT Software.

Annex 1 to this Amendment sets out certain information regarding the contracted provider’ (processor) processing of FPT Software Personal Data as required by article 28(3) of the GDPR (and, possibly, equivalent requirements of other local Data Protection Laws). FPT Software may make reasonable amendments to Annex 1 by written notice to Partner from time to time as FPT Software reasonably considers necessary to meet those requirements. Nothing in Annex 1 (including as amended pursuant to this section) confers any right or imposes any obligation on any party to this amendment.

3. PROVIDER PERSONAL


Provider shall take reasonable steps to ensure the reliability of any employee, agent or contractor of any contracted processor who may have access to the FPT Software Personal Data, ensuring in each case that access is strictly limited to those individuals who need to know / access the relevant FPT Software Personal Data, as strictly necessary for the purposes of the MSA, and to comply with Applicable Laws in the context of that individual's duties to the contracted processor, ensuring that all such individuals are subject to confidentiality undertakings or professional or statutory obligations of confidentiality. Provider shall train every employee involved in data processing regarding personal data protection principle and regulations.

4. TECHNICAL AND ORGANIZATION SECURITY MEASURES

Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, provider shall in relation to the FPT Software’ Personal Data implement appropriate technical and organizational measures to ensure a level of security appropriate to that risk.

In assessing the appropriate level of security, the provider shall take account in particular of the risks that are presented by processing, in particular from a Personal Data Breach.

The provider shall take appropriate technical and organisational security measures to protect Personal Data against accidental loss or damage and unauthorised access, use, disclosure, alteration or destruction and to ensure the confidentiality, security, integrity, and availability of Personal Data.

Measures to be undertaken by the provider shall include:

· The measures to securely dispose of Personal Data considering available technology so that such information cannot be practicably read or reconstructed

· Limiting access to Personal Data to provider personnel: Provider has taken reasonable steps to ensure the reliability of provider personnel who are granted the minimum access level(s) to the Personal Data that are necessary to carry out their job role in performance of provider’s obligations under the MSA; have been trained in the proper handling of Personal Data; are subject to written obligations of confidentiality in respect of Personal Data and only process Personal Data in accordance with the given instructions

· Implementing logging and auditing techniques for access to the personal data provider processes on behalf of the FPT Software

· Encryption of all personal Data processed on behalf of the FPT Software where such processing takes place using laptops or other electronic portable devices

· Use of encryption of personal data as appropriate taking into account the risks that are presented by the processing, in particular from accidental or unlawful destruction, loss alteration, unauthorised disclosure of, or access to personal data.

FPT Software has policies and procedures based on the ISO27001 framework (certification P-Mark, HIPAA, HITRUST).

The provider shall regularly test, assess, and evaluate the effectiveness of the technical and organisational security measures the provider has implemented. Upon FPT Software’ written request, the provider shall provide FPT Software with the results of the test, assessment, and evaluation of the effectiveness of the technical and organisation measures the provider has implemented including details of these measures which are sufficient to demonstrate compliance with Data Protection Laws.

5. SUB-PROCESSING

The provider is not allowed to disclose, assign, lease or communicate Personal Data to any sub-contractor, without informing and obtaining the specific prior written consent of FPT Software. 

The provider shall impose on its authorized sub-contractor by way of a contract or other legal act, the same legal requirements as the provider undertakes in the Amendment, in particular the obligation to provide sufficient guarantees to the processing by implementing appropriate technical and organizational measures. Where the authorized sub-contractor fails to fulfil its data protection obligations, the provider shall remain fully liable to the data controller for the performance of that sub-contractor’s obligation.

The provider should ensure that all obligations set out in this Amendment are fully and entirely reflected in its own agreements with sub-contractors, as if the latter were a party hereto, including without limitation that: the same level of protection should be granted to the Sub-Processing of Personal Data as per the terms of this Amendment and in accordance with the GDPR, Privacy Shield, APPI, PDPA and/or other Data Protection Regulation and; any sub-contractor may only engage additional sub-contractors of its own for the Sub-Processing of the Personal Data after the data controller has been notified thereof, has given its written approval to the additional engagement and only if the terms of such sub-contractor’s agreement with its own sub-contractor reflect the terms of this Amendment as if the latter were a party hereto.

The provider acknowledges that, for the purposes of its compliance with this Amendment, any engagement of a sub-contractor for any reason other than the sub-processing of the Personal Data that may incidentally, directly or indirectly entail the exposure or accessibility of the Personal Data to such sub-contractor shall be subject to all requirements of this Amendment applicable to provider's own processing of the Personal Data.

The provider shall upon data controller' request at any time, provide a copy of any sub-processing agreement it concludes relating to the sub-processing of Personal Data, save that the Data Processor should have the right to exclude confidential and commercially sensitive information not relating to the processing of the Personal Data that may be contained in such agreement. Any agreement or arrangement between the provider and its sub-contractor(s) that relate directly or indirectly to the Personal Data shall be fully documented in writing.

The provider must ensure that the arrangement between on the one hand the provider, or the relevant provider affiliate and on the other hand the sub-processor, is governed by a written contract including terms which offer at least the same level of protection for FPT Software’ personal data as those set out in this amendment and meet the requirements of article 28(3) of the GDPR or other local data protection laws.

If the arrangement involves a Restricted Transfer, the provider must ensure that the Standard Contractual Clauses SCC are at all relevant times incorporated into the agreement between on the one hand provider, or the relevant provider affiliate and on the other hand the sub-processor or before the sub-processor first processes FPT Software’ Personal Data procure that it enters into an agreement incorporating the Standard Contractual Clauses with the relevant FPT Software group member.

6. DATA SUBJECT RIGHTS
Taking into account the nature of the processing, the provider and each provider affiliate shall assist each FPT Software’ group member by implementing appropriate technical and organizational measures, insofar as this is possible, for the fulfilment of the FPT Software’ group members' obligations, as reasonably understood by FPT Software’, to respond to requests to exercise Data Subject rights under the Data Protection Laws.

The provider shall:

· Promptly notify FPT Software’ if any contracted processor receives a request from a Data Subject under any Data Protection Law in respect of FPT Software’ Personal Data.
· Ensure that the contracted processor does not respond to that request except on the documented instructions of FPT Software or as required by Applicable Laws to which the contracted processor is subject, in which case the provider shall to the extent permitted by Applicable Laws inform FPT Software’ of that legal requirement before the contracted processor responds to the request.

7. PERSONAL DATA BREACH

The provider shall notify FPT Software without undue delay upon provider or any sub-processor becoming aware of a Personal Data Breach affecting personal data processed on behalf of FPT Software, providing FPT Software with sufficient information to allow each FPT Software group member to meet any obligations to report or inform Data Subjects and/or supervisory authorities of the Personal Data Breach under the Data Protection Laws.

The provider shall co-operate with FPT Software and each FPT Software group member and take such reasonable commercial steps as are directed by FPT Software to assist in the investigation, mitigation, and remediation of each such Personal Data Breach.

The provider shall promptly notify the FPT Software and in all cases such notice should be made no later than 72 hours after becoming aware of a Security Breach of Personal Data.

The notification must at least include:

· Time, date, and location of the Security Breach of Personal Data

· A description of the nature of the breach including, where possible, the categories and approximate number of affected data subjects and the categories and approximate number of affected records

· The name and contact details of provider’ CEO or the Board member responsible for Data Protection

· The name and contact details of provider’s Data Protection Officer or data protection representative

· A description of the likely consequences of the breach

· A description of the measures taken, or to be taken, by the provider to address the breach and mitigate its possible adverse effects.

If a Security Breach occurs the provider shall also:

· Promptly provide all other information and assistance reasonably requested by FPT Software in order to comply with the FPT Software’ obligations related to a Security Breach under applicable law (including Data Protection Laws) (e.g. in reporting to the supervisory authority)

· Keep FPT Software apprised of any additional information related to the Security Breach that may become available to the provider after the initial notification

· Not inform any third party of such Security Breach without the FPT Software’ prior written consent, unless the provider is compelled by applicable law. In case the provider is compelled by applicable law, then the provider shall notify the FPT Software regarding the content of such disclosure to minimize the adverse impact to the FPT Software

· If requested by FPT Software, perform a root cause analysis of the Security Breach, and promptly inform FPT Software of the results of the root cause analysis

· Determine whether the Security Breach may be repeated or is ongoing

· Undertake immediate action to prevent a repeated occurrence of the Security Breach

The obligations in this clause are without prejudice to any obligations that provider has under applicable law.

8. DATA PROTECTION IMPACT ASSESSMENT (DPIA)

A DPIA is a way to analyse personal data processing and helps to identify and minimize data protection risks systematically and comprehensively. 

DPIAs should consider compliance risks, but also broader risks to the rights and freedoms of individuals, including the potential for any significant social or economic disadvantage. The focus is on the potential for harm –- to individuals or to society at large, whether it is physical, material, or non- material. 

To assess the level of risk, a DPIA must consider both the likelihood and the severity of any impact on individuals. 

A DPIA does not have to eradicate the risks altogether but should help to minimize risks and assess whether or not remaining risks are justified. 

DPIAs are a legal requirement for processing that is likely to be high risk. But an effective DPIA can also bring broader compliance, financial and reputational benefits, helping you demonstrate accountability and building trust and engagement with individuals. 

The provider and each provider affiliate shall provide reasonable assistance to each FPT Software group member with any data protection impact assessments, and prior consultations with Supervising Authorities or other competent data privacy authorities, which FPT Software reasonably considers to be required of any FPT Software group member by article 35 or 36 of the GDPR or equivalent provisions of any other Data Protection Law, in each case solely in relation to processing of  FPT Software Personal Data by, and taking into account the nature of the processing and information available to, the contracted processors.
9. TRANSFER ImPACT ASSESSMENT (TIA)

A Transfer Impact Assessment (TIA) is a type of risk assessment that enables organisations like FPT Software (i.e. ‘data exporter’) to determine if the SCCs or other mechanism under Article 46 of the GDPR, that they intend using for transferring personal data outside the EEA provides an adequate level of protection in the specific circumstances of that transfer. 

The TIA must evaluate whether the laws and practices in the country outside the EEA (i.e. third country) where the personal data is being transferred to or accessed from, provides ‘essentially equivalent’ protection and does not impinge on the effectiveness of the SCCs or other mechanism under Article 46 of the GDPR used to facilitate the data transfer. 

If the outcome of the TIA is that the laws and practices in the third country impinge on the effectiveness of the GDPR Article 46 mechanism, then FPT Software (i.e. ‘data exporter) must identify and adopt supplementary measures to bring the level of protection for the transferred personal data up to the EU level of protection. 
A TIA is only required when transferring personal data to a third country outside the EEA not covered by a European Commission adequacy decision. An adequacy decision is a decision adopted by the European Commission where it has decided that a third country, a territory, one or more specified sectors (e.g. public or private) within a third country or an international organisation including its subordinate bodies (such as the United Nations and the World Health Organisation) ensures an adequate level of protection of personal data. Where adequacy decisions are relied upon, no other GDPR transfer mechanism, such as appropriate safeguards under Article 46 noted above or a TIA, are required.

The TIA must be undertaken by FPT Software subsidiary or legal entity who are intending to transfer personal data to countries outside the EEA not covered by an EU adequacy decision. Whilst undertaking the TIA, FPT Software subsidiary or legal entity will need the assistance of the organisation (i.e.‘data importer’) in the country outside the EEA where the personal data is being transferred to and the Global Data Protection Officer GDPO. The TIA must be made available to a supervisory authority, such as the Data Protection Commission, upon request. 
10. DELETION AND OBLIGATION TO RETURN

The provider and each provider affiliate shall promptly and in any event within thirty (30) days of the date of cessation of any Services, or termination of the MSA, involving the processing of FPT Software Personal Data delete all copies of those FPT Software Personal Data.

FPT Software may in its absolute discretion by written notice to provider within thirty (30) days of the Cessation Date require provider and each provider affiliate to return a complete copy of all FPT Software Personal Data to FPT Software by secure file transfer in such format as is mutually agreed between FPT Software and the provider; and delete and procure the deletion of all other copies of FPT Software’ Personal Data processed by any contracted processor. The provider and each provider affiliate shall comply with any such written request within thirty (30) days of the Cessation Date.

Each contracted processor may retain FPT Software Personal Data to the extent required by Applicable Laws and only to the extent and for such period as required by applicable laws and always provided that the  provider and each provider affiliate shall ensure the confidentiality of all such FPT Software Personal Data and shall ensure that such FPT Software Personal Data is only processed as necessary for the purpose(s) specified in the applicable laws requiring its storage and for no other purpose. 

The provider shall provide written certification to FPT Software that it and each provider affiliate has fully complied with this section chapter 9 within thirty (30) days of the Cessation Date.

11. 
AUDIT

The FPT Software should be entitled to conduct Personal Data protection audit under the terms and conditions agreed in the MSA or to have such audit conducted by an independent and recognized expert chosen by the data controller. Such audit must allow an analysis of compliance with the Data Protection Laws and Regulations in force, in particular the verification of all the technical, logical and organizational security measures implemented by the Service Provider, the verification of the Service Provider’s data server locations where are hosted Personal Data, and of its copying and deletion logs, and an analysis of the measures implemented to delete the Personal Data and to prevent any unauthorized disclosure of such Personal Data. 

The provider should fully cooperate and make available to the data controller (and/or where applicable the data controller’s audit representatives or external auditors) any documents relating to the security of the processed Personal Data including, in particular, the necessary technical documentation, the risk analyses produced and a detailed list of the security measures implemented.
The provider and each provider affiliate shall make available to each FPT Software group member on request all information necessary to demonstrate compliance with this amendment, and shall allow for and contribute to audits, including inspections, by any FPT Software group member or an auditor mandated by any FPT Software group member in relation to the processing of the FPT Software Personal Data by the contracted processors.

Information and audit rights of the FPT Software group members only arise under this chapter to the extent that the MSA does not otherwise give them information and audit rights meeting the relevant requirements of Data Protection Law (including, where applicable, article 28(3)(h) of the GDPR).

FPT Software undertaking an audit shall give the provider reasonable notice of any audit or inspection to be conducted under this chapter and shall make (and ensure that each of its mandated auditors makes) reasonable endeavours to avoid causing (or, if it cannot avoid, to minimize) any damage, injury or disruption to the contracted processors' premises, equipment, personnel and business while its personnel are on those premises in the course of such an audit or inspection. A contracted processor need not give access to its premises for the purposes of such an audit or inspection:

· To any individual unless he or she produces reasonable evidence of identity and authority.

· Outside standard business hours at those premises, unless the audit or inspection needs to be conducted on an emergency basis and FPT Software undertaking an audit has given notice to the provider or the relevant provider affiliate that this is the case before attendance outside those hours begins.

· For the purposes of more than [one] audit or inspection, in respect of each contracted processor, in any [calendar year], except for any additional audits or inspections which:

· FPT Software undertaking an audit reasonably considers necessary because of genuine concerns as to the provider's or the relevant provider affiliate’s compliance with this amendment 

· FPT Software group member is required or requested to carry out by Data Protection Law, a Supervisory Authority or any similar regulatory authority responsible for the enforcement of Data Protection Laws in any country or territory

12. 
INTERNATIONAL TRANSFER

The Parties hereby acknowledge and agree that the Standard Contractual Clauses with TIA (Transfer Impact assessment) or DPIA (Data Protection Impact Assessment) shall apply to any Restricted Transfers made in connection with the MSA.

The provider represents, warrants, and covenants that no Authorized Subcontractor will be permitted to undertake or receive a Restricted Transfer before executing the Standard Contractual Clauses.

The provider represents and warrants that every Restricted Transfer made by Sub-processor, or any Authorized Sub-contractor shall be undertaken in accordance with the Standard Contractual Clauses.

The provider represents, warrants, and covenants that every transfer of Personal Data by Sub-processor from the European Economic Area or Switzerland to the United States shall be made pursuant to the Privacy Shield Framework and Principles, and further represents and warrants that it self-certifies to, and complies with, the Privacy Shield Framework and Principles, and shall maintain such self- certification and compliance for the duration of the MSA.

The provider represents and warrants that every Authorized Sub-contractor that transfers Personal Data from the European Economic Area or Switzerland to the United States adheres to the Privacy Shield Principles.

FPT group member (as "data exporter") and each contracted processor, as appropriate, (as "data importer") hereby enter into the Standard Contractual Clauses in respect of any Restricted Transfer from that FPT Software group member to that contracted processor.

The Standard Contractual Clauses shall come into effect under this chapter on the later of: 

· the data exporter becoming a party to them

· the data importer becoming a party to them

· commencement of the relevant Restricted Transfer

This chapter shall not apply to a Restricted Transfer unless its effect, together with other reasonably practicable compliance steps (which, for the avoidance of doubt, do not include obtaining consents from Data Subjects), is to allow the relevant Restricted Transfer to take place without breach of applicable Data Protection Law.

The provider warrants and represents that, before the commencement of any Restricted Transfer to a sub-processor which is not a provider affiliate entry into the Standard Contractual Clauses under this chapter, and agreement to variations to those Standard Contractual Clauses, as agent for and on behalf of that sub-processor will have been duly and effectively authorized.

13. 
GENERAL TERMS

The parties to this amendment hereby submit to the choice of jurisdiction stipulated in the MSA with respect to any disputes or claims howsoever arising under this amendment, including disputes regarding its existence, validity or termination or the consequences of its nullity.

This amendment and all non-contractual or other obligations arising out of or in connection with it are governed by the laws of the country or territory stipulated for this purpose in the MSA. 

12.1
Order of precedence

Nothing in this amendment reduces provider's obligations under the MSA in relation to the protection of Personal Data or permits the processing of Personal Data in a manner which is prohibited by the MSA. In the event of any conflict or inconsistency between this amendment and the Standard Contractual Clauses, the Standard Contractual Clauses shall prevail.

With regard to the subject matter of this amendment, in the event of inconsistencies between the provisions of this amendment and any other agreements between the parties, including the MSA and including (except where explicitly agreed otherwise in writing, signed on behalf of the parties) agreements entered into or purported to be entered into after the date of this amendment, the provisions of this amendment shall prevail.

12.2
Changes in Data Protection Laws or Regulations

FPT Software may:

· at least 30 (thirty) calendar days written notice to provider from time to time make any variations to the Standard Contractual Clauses, as they apply to Restricted Transfers which are subject to a particular Data Protection Law, which are required, as a result of any change in, or decision of a competent authority under, that Data Protection Law, to allow those Restricted Transfers to be made (or continue to be made) without breach of that Data Protection Law

· propose any other variations to this amendment which FPT Software reasonably considers to be necessary to address the requirements of any Data Protection Law.

If FPT Software gives notice:

· The provider shall promptly co-operate (and ensure that any affected sub-processors promptly co-operate) to ensure that equivalent variations are made to any agreement

· FPT Software shall not unreasonably withhold or delay agreement to any consequential variations to this amendment proposed by the provider to protect the contracted processors against additional risks associated 

If FPT Software gives notice, the parties shall promptly discuss the proposed variations and negotiate in good faith with a view to agreeing and implementing those or alternative variations designed to address the requirements identified in FPT Software’ notice as soon as is reasonably practicable
12.3
Severance

Should any provision of this amendment be invalid or unenforceable, then the remainder of this amendment shall remain valid and in force. The invalid or unenforceable provision shall be either amended as necessary to ensure its validity and enforceability, while preserving the parties’ intentions as closely as possible or, if this is not possible, construed in a manner as if the invalid or unenforceable part had never been contained therein.

14. 
MISCELLANEOUS

This amendment and the Standard Contractual Clauses will terminate simultaneously and automatically with the termination of the MSA, except that all provisions intending to survive shall survive. 

This amendment may be amended or modified only by a writing signed by both Parties. The provider acknowledges and agrees that whether it is acting as a controller or a processor on behalf of another controller may disclose this amendment to third parties (including other controllers, data subjects and regulators) for purposes of demonstrating compliance with Applicable Laws.

The Parties hereby acknowledge and agree that any remedies arising from any Personal Data Breach or any breach by sub-processor or any Authorized Person of the terms of this amendment are not and shall not be subject to any limitation of liability provision that applies to sub-processor under the MSA.

This amendment shall be governed by the law of the same jurisdiction as the MSA, except where and to the extent that Applicable Laws require that the amendment be governed by the law of another jurisdiction.

15. 
SIGNATURE
IN WITNESS WHEREOF, this amendment is entered into and becomes a binding part of the Master Service with effect from the date first set out above.

FPT SOFTWARE COMPANY LIMITED 

FPT Cau Giay Building, Duy Tan Street, Cau Giay District, Hanoi, Vietnam

Hanoi City, Vietnam

Tel. +84 (24) 3 768 9048

e-mail: fsoft.contact@fsoft.com.vn
Registered with the Business Register Bureau of Hanoi Authority for Planning and lnvestment under enterprise code 0101601092.

Signature ______________________________

Name _________________________________

Title __________________________________

Date Signed ____________________________
[Provider]

Signature ______________________________

Name _________________________________

Title __________________________________

Date Signed ____________________________
APPENDIX 1: STANDARD CONTRACTUAL CLAUSES (PROCESSORS)
From 01.07.2021 on please use the updated version of SCC approved by the EU commission.

See Template_Standard Contractual Clauses_v2.3.

For technical and organizational measures see template_GDPR_example_TO measures_V1.2
For TIA see Template_Risk Management TIA_V1.0
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