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1 INTRODUCTION

FPT Software Company, Ltd. ("FPT Software" hereinafter) Corporate Data Protection Policy,
procedures, guidelines, and templates lay out strict requirements for processing personal data
pertaining to customers, business partners, employees or any other individual. It meets the
requirements of the European Data Protection Regulation/Directive, PDPD356 VN, PDPL91 VN as well
as other national Data Protection Regulations and ensures compliance with the principles of national
and international data protection laws in force all over the world. The policy, procedures, guidelines,
and templates set a globally applicable data protection and security standard for FPT Software and
regulates the sharing of information between FPT Software, subsidiaries, and legal entities. FPT
Software have established guiding data protection principles — among them transparency, data

economy and data security — as FPT Software guidelines.

The General Data Protection Regulation (GDPR) defines “personal data” as any information relating to
an identified or identifiable natural person (“data subject”). An identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier, or to one or more factors specific to the physical,

physiological, genetic, mental, economic, cultural, or social identity of that natural person.

The GDPR also addresses “special category” personal data (also known as “sensitive” personal data).
Such data includes, but is not necessarily limited to, data concerning the data subject’s race, ethnicity,
politics, religion, trade union membership, genetics, biometrics (if used for ID purposes), health, sex

life, or sexual orientation.

Under the GDPR, personal data shall be kept in a form which permits the identification of data subjects
for no longer than is necessary for the purposes for which the personal data is processed. In certain
cases, personal data may be stored for longer periods where that data is to be processed for archiving
purposes that are in the public interest, for scientific or historical research, or for statistical purposes
(subject to the implementation of the appropriate technical and organizational measures required by
the GDPR to protect that data).
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In addition, the GDPR and relevant national and international data protection laws includes the right to
erasure (“the right to be forgotten”). Data subjects have the right to have their personal data erased

(and to prevent the processing of that personal data) in the following circumstances:

e Where the personal data is no longer required for the purpose for which it was originally

collected or processed
e If the data subject withdraws their consent

¢ If the data subject objects to the processing of their personal data and the Company has no

overriding legitimate interest
e If the personal data is processed unlawfully
e If the personal data must be erased to comply with a legal obligation

e Where the personal data is processed for the provision of information society services to a
child.
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1.1 Purpose

All FPT Software’s records, whether analogue or digital, are subject to the retention requirements of

this procedure.

The Guideline_Personal Data Retention_v3.7 sets out the type(s) of personal data processed by FPT
Software for specific purpose(s)), the period(s) for which that personal data is to be retained, the criteria
for establishing and reviewing such period(s), and when and how it is to be deleted or otherwise

disposed of.

For further information on other aspects of data protection and compliance with the GDPR and other
personal data protection acts, please refer to FPT Software Personal Data Protection Management

Policy.

1.2 Application Scope

In scope are FPT Software's business processes and information systems involved in the collection,
processing, use and transfer of personal data and all employees, contractors and 3™ party providers

involved in the processing of personal data on behalf of FPT Software.

This procedure is binding for all departments and functions globally which are involved in personal
identifiable information processing. Every FPT Software department, legal entity or subsidiary must

follow this procedure. See Policy PIMS Scope_v1.6.

1.3  Application of national Laws

The Data Protection Policy, procedures, guidelines, and templates comprise the internationally
accepted data privacy principles without replacing the existing national laws. It supplements the national
data privacy laws. The relevant national law will take precedence in the event that it conflicts with the
Data Protection Policy and guidelines, or it has stricter requirements than this Policy and guidelines.
The content of the Data Protection Policy, procedures and guidelines must also be observed in the
absence of corresponding national legislation. The reporting requirements for data processing under

national laws must be observed.

Each subsidiary or legal entity of FPT Software is responsible for compliance with the Data Protection
Policy, this guideline and the legal obligations. If there is reason to believe that legal obligations
contradict the duties under the Data Protection Policy, procedures or the guidelines, the relevant
subsidiary or legal entity must inform the Global Data Protection Officer. In the event of conflicts
between national legislation, the Data Protection Policy, and this guideline, FPT Software will work with
the relevant subsidiary or legal entity of FPT Software to find a practical solution that meets the purpose

of the Data Protection Policy, guidelines and this procedure.
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1.4 Procedure

The following roles are responsible for retention of these records because they are the information asset

owners.

Asset/Data owners are responsible for ensuring that all personal data is collected, retained and
destroyed in line with the Guideline_Personal Data Retention_v3.7 which is reflecting the requirements
of the GDPR.

The SEVP Finance (CFO) is responsible for retention of financial (accounting, tax) and all related

records.

The Head of HR (CHRO) is responsible for retention of all HR records.

The Head of HR (CHRO) is responsible for retention of all Health, Health insurance, Safety records.
The Head of LCM is responsible for retention of all other statutory and regulatory records.

The Data Protection Officer (GDPO) is responsible for storage of data in line with this procedure and

Guideline_Personal Data Retention_v3.7.

The Manager (FSU/BU Head) is responsible for ensuring that retained records are included in business

continuity and disaster recovery plans.

Each data asset that is stored is documented in a sheet based on the template Template_Personal
Data Processing Inventory_v2.9 with the name of the record, the record type, the original owner of the
data (customer), product/service, system/application, country/law, the information classification
(Guideline_PII Classification and Rating_v3.7), storage location, the required retention period, the
planned date of destruction, and any special information (e.g. database, connectivity, development

environment).

For all storage media (electronic and hard copy records), FPT Software will retain in a sheet based on

the template Template_Personal Data Processing Inventory_v2.9, that means to access the data.

For all electronic storage media, FPT Software does not exceed 90% of the manufacturer's
recommended storage life. If the maximum of 90% of expected life is reached, the stored data is copied

onto new storage media.

The procedure for accessing stored data is detailed in Access Control Rules and Rights for Users/User

Groups (role based right system) following ISM policies and guidelines.

The Data Protection Officer is responsible for destroying data once it has reached the end of the
retention period as specified Guideline_Personal Data Retention_v3.7. Destruction must be completed

within 30 days of the planned retention period.

Portable/removable storage media are destroyed in compliance with ISM policies and guidelines.
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1.5 Document Owner and Approval

The Data Protection Officer (GDPQO) is the owner of this document and is responsible for ensuring that
this procedure is reviewed in line with the review requirements of the GDPR and Guideline_Personal

Data Protection Policy Development_v2.7.
A current version of this document is available and published to FPT Software employees on QMS.

This procedure was approved by the COO, board member responsible for data protection see record

of change.
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2 APPENDIX

2.1 Definition

Abbreviations

PIl, Personal
Identifiable
Information,

Personal Data

Data Subject

Data Controller

Data Processor

Recipient

Third Party

DPO/GDPO

DPIA

PIMS

EU

Description

Refer to the personal data defined by the EU GDPR (Article 4 (1)),
‘personal data’ means any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier such
as a name, an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic, mental,

economic, cultural or social identity of that natural person.

EU GDPR (Article 4 - 1),
Data subject refers to any individual person who can be identified, directly or

indirectly.
EU GDPR (Article 4 - 7),

Data Controller means the natural or legal person, public authority, agency or
anybody which alone or jointly with others, determines the purpose and means
of processing of personal data; where the purpose and means of such
processing are determined by Union or Member State law, the controller or the
specific criteria for its nomination may be provided for by Union or Member
State law.

EU GDPR (Article 4 - 8),
Data Processor means a natural or legal person, public authority, agency or
anybody which processes data on behalf of the controller.

EU GDPR (Article 4 - 9),
A natural or legal person, public authority, agency or anybody, to which the

personal data are disclosed, whether third party or not.

EU GDPR (Article 4 - 10),
A natural or legal person, public authority, agency or anybody other than the
data subject, controller, processor and persons who under direct authority of

controller or processor, are authorized to process personal data
Data Protection Officer/Global Data Protection Officer
Data Protection Impacted Assessment

Personal Information Management System

European Union
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22 Related Documents

See Guideline_Framework, Personal Data Protection Handbook_v1.2,

See Guideline_Relevant Data Protection Law Regulation Standard_v1.2.
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2.3 Data Protection Law, Vietnam, Overview

In Vietnam, personal data protection is governed by the Personal Data Protection Law 2025.

Regulations on data protection and privacy can also be found in various legal instruments. The right of

privacy and right of reputation, dignity and honor and fundamental principles of such rights are currently
provided for in Constitution 2013 (“Constitution”) and Civil Code 2015 (“Civil Code”) as inviolable and
protected by law.

Regarding personal data, the guiding principles on collection, storage, use, process, disclosure or

transfer of personal information are specified in the following main laws and documents:

Criminal Code No. 100/2015/QH13, passed by the National Assembly on 27 November 2015

Law No. 24/2018/QH14 on Cybersecurity, passed by the National Assembly on 12 June 2018
and will expire on July 1, 2026 (“Cybersecurity Law”); Law No 116/2025/QH15 on
Cybersecurity will take effect on July 1, 2026;

Law No. 86/2015/QH13 on Network Information Security, passed by the National Assembly on
19 November 2015; as amended by Law No. 35/2018/QH14 dated 20 November 2018, on
amendments to some articles concerning planning of 37 Laws (“Network Information Security
Law”); will expire on July 1, 2026. Replaced by Law No 116/2025/QH15 on Cybersecurity will
take effect on July 1, 2026;

Law 19/2023/QH15 on Protection of Consumers’ Rights, passed by the National Assembly on
20 June 2023 (“CRPL");

Law No. 67/2006/QH11 on Information Technology, passed by the National Assembly on 29
June 2006; as amended by Law No. 21/2017/QH14 dated 14 November 2017 on planning (“IT
Law”);

Law 20/2023/QH15 on E-transactions, passed by the National Assembly on 22 June 2023 (“E-

transactions Law”);

Decree No. 85/2016/ND-CP dated 1 July 2016, on the security of information systems by

classification (“Decree 85”);

Decree No. 147/2024/ND-CP dated 09 November 2024 of the Government, on management,
provision and use of Internet services and cyber information; (‘Decree 147”);

Decree No. 52/2013/ND-CP dated 16 May 2013 of the Government; as amended by Decree
No. 08/2018/ND-CP dated 15 January 2018, on amendments to certain Decrees related to
business conditions under state management of the Ministry of Industry and Trade and Decree
No. 85/2021/ND-CP dated 25 September 2021 (“Decree 527);

Decree No. 15/2020/ND-CP of the Government dated 3 February 2020 on penalties for
administrative violations against regulations on postal services, telecommunications, radio

frequencies, information technology and electronic transactions (“Decree 15”);

Circular No. 03/2017/TT-BTTTT of the Ministry of Information and Communications dated 24
April 2017 on guidelines for Decree 85 (“Circular 03”);
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Decree No. 147/2024/ND-CP dated 09 November 2024 of the Government, on management,

provision and use of Internet services and cyber information; (“Decree 147”);

e Circular No. 20/2017/TT-BTTTT dated 12 September 2017 of the Ministry of Information and
Communications, providing for Regulations on coordinating and responding to information
security incidents nationwide (“Circular 20”);

e Circular No. 48/2025/TT-BKHCN dated 25 December 2025 of the Ministry of Science and
Technology of Vietnam, providing for elaborating the management and use of internet
resources (“Circular 48”); and

e Decision No. 05/2017/QD-TTg of the Prime Minister dated 16 March 2017 on emergency

response plans to ensure national cyber-information security (“Decision 05”).

Applicability of the legal documents will depend on the factual context of each case, e.g businesses in
the banking and finance, education, healthcare sectors may be subject to specialized data protection
regulations, not to mention to regulations on employees’ personal information as provided in Labour
Code 2019 (“Labour Code”).

The most important Vietnamese legal documents regulating data protection are the Cybersecurity Law
and Network Information Security Law. Cybersecurity laws in other jurisdictions that were inspired by
the GDPR of the EU, the Cybersecurity Law of Vietham shares similarities with China’s Cybersecurity
Law enacted in 2017. The law focuses on providing the government with the ability to control the flow
of information. The Network Information Security Law enforces data privacy rights for individual data
subjects.

A draft Decree detailing a number of articles of the Cybersecurity Law (“Draft Cybersecurity Decree”),
notably including implementation guidelines for data localization requirements, together with a draft
Decree detailing the order of and procedures for application of a number of cybersecurity assurance
measures and a draft Decision of the Prime Minister promulgating a List of information systems
important for national security, are being prepared by the Ministry of Public Security (“MPS”) in

coordination with other relevant ministries, ministerial-level agencies and bodies.

MPS has drafted a Decree on personal data protection (“Draft PDPD”), which is contemplated to
consolidate all data protection laws and regulations into one comprehensive data protection law as well
as make significant additions and improvements to the existing regulations. The Draft PDPD13 in
February 2021 and was originally scheduled to take effect by December 2021. PDPD 13 was finalized
and was coming in force 07/2023. On July 1, 2025, Law 91/2025/QH15 Personal Data Protection Law
(PDPL) was published to the national database on legal documents. This follows the draft PDPL being
passed by the National Assembly on June 26, 2025. It will come in force 01.01.2026.

On July 1, 2025, Law No. 60/2024/QH15 for the Data Law entered into effect, following its passage by
the National Assembly on November 30, 2024.

On December 31, 2025, the Government of Vietnam issued Decree No0.356/2025/ND-CP (“Decree
356”), guiding the implementation of the Law on Personal Data Protection 2025 (“PDPL91"). Effective
immediately as of January 1, 2026, Decree 356 replaces the previous Decree No. 13/2023/ND-CP.
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