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1 INTRODUCTION

FPT Software Company, Ltd. ("FPT Software" hereinafter) Corporate Data Protection Policy,
procedures, guidelines, and templates lay out strict requirements for processing personal data
pertaining to customers, business partners, employees or any other individual. It meets the
requirements of the European Data Protection Regulation/Directive, PDPD356 VN, PDPL13 VN as well
as other national Data Protection Regulations and ensures compliance with the principles of national
and international data protection laws in force all over the world. The policy, procedures, guidelines,
and templates set a globally applicable data protection and security standard for FPT Software and
regulates the sharing of information between FPT Software, subsidiaries and legal entities. FPT
Software have established guiding data protection principles — among them transparency, data
economy and data security — as FPT Software guidelines.

1.1 Purpose

The FPT Software Personal Data Handbook including the Protection Policy, Policy_Personal Data
Protection Management_v3.7 applies worldwide to FPT Software, Subsidiaries as well legal entities
and is based on globally accepted, basic principles on data protection. Ensuring data protection is the
foundation of trustworthy business relationships and the reputation of the FPT Software as a first-class

employer.

The Data Protection Policy provides one of the necessary framework conditions for cross-border data
transfer among FPT Software, Subsidiaries, and legal entities. It ensures the adequate level of data
protection prescribed by the European Union General Data Protection Regulation, APPI, PDPA,
PDPD3, PDPL91 VN or other national Personal Data Protection Regulations and the national laws for
cross-border data transmission, including in countries that do not yet have adequate data protection

laws.

To standardize the collection, processing, transfer, and use of personal data, and promote the
reasonable, lawfully, fairly, and transparent use of personal data to prevent personal data from being
stolen, altered, damaged, lost or leaked, FPT Software establishes the personal data protection

management policy, Data Protection Handbook, Privacy Statement, and information security policies.
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1.2 Application Scope

All projects that involve processing personal data, or any activities (both internal and external) that affect
the processing of personal data and impact the privacy of data subjects are within the scope of this

procedure and will be subject to a data protection impact assessment (DPIA).

Means, all FPT Software's business processes and information systems involved in the collection,
processing, use and transfer of personal data and all employees, contractors and 3™ party providers

involved in the processing of personal data on behalf of FPT Software.

This procedure is binding for all departments and functions globally which are involved in personal
identifiable information processing. Every FPT Software department, legal entity or subsidiary must
follow this procedure. See Policy PIMS Scope_v1.6.

1.3 Application of national Laws

The Data Protection Policy, procedures, guidelines, and templates comprises the internationally
accepted data privacy principles without replacing the existing national laws. It supplements the national
data privacy laws. The relevant national law will take precedence in the event that it conflicts with the
Data Protection Policy and guidelines, or it has stricter requirements than this Policy and guidelines.
The content of the Data Protection Policy, procedures and guidelines must also be observed in the
absence of corresponding national legislation. The reporting requirements for data processing under

national laws must be observed.

Each subsidiary or legal entity of FPT Software is responsible for compliance with the Data Protection
Policy, this guideline, and the legal obligations. If there is reason to believe that legal obligations
contradict the duties under the Data Protection Policy, procedures or the guidelines, the relevant
subsidiary or legal entity must inform the Global Data Protection Officer. In the event of conflicts
between national legislation, the Data Protection Policy, and this procedure, FPT Software GDPO will
work with the relevant subsidiary or legal entity of FPT Software to find a practical solution that meets

the purpose of the Data Protection Policy, guidelines, and this procedure.
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1.4 Responsibilities
The Global Data Protection Officer is responsible for performing necessary checks on personal data to
establish the need for conducting a DPIA.

The Head of Risk (GRC) and the Global Data Protection Officer are responsible for checking
appropriate controls are implemented to mitigate any risks identified as part of the DPIA process and

subsequent decision to proceed with the processing.
Risk Owners are responsible for implementing any privacy risk solutions identified.

The Global Data Protection Officer is responsible for dealing DPIA in line with this procedure and the

guideline Guideline_Risk Management_DPIA_v2.7.

The Global Data Protection Officer is responsible for the application and effective working of this

procedure, and for reporting to the risk/information owner (HRPR, COO, CFO ...).
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2 Procedure

The Data Protection Officer or the project manager identifies the need for a DPIA at the start of each
project, assessing the project and type of personal data involved, or processing activity, against the

screening questions set out in the templates, Template_DPIA_compact_V1.6 and Template_Risk
Management DPIA_v3.7 (for GDPO use).

Using the criteria below, following the likelihood and impact matrix, FPT Software defines the risks to
rights and freedoms of data subjects:

Likelihood

Risks to rights and freedoms of data subjects:

Risk
Level

From To GDPR Assessment

Highest unacceptable risk

Medium | 3 5 Unacceptable risk
Low 1 2 Acceptable risk
Zero 0 0 No risk
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3 Data Processing Sheet

FPT Software records key information about all personal data processed for each project in the DPIA
Template_DPIA Compact_v1.6. This includes a description of the processing and purposes; legitimate
interests pursued by the controller; an assessment of the necessity and proportionality of the
processing; an assessment of the risks to the rights and freedoms of data subjects (as per the matrix

and risk level definitions above).

FPT Software captures the type of processing activity associated with the personal data being

processed as part of the project in the DPIA Template_ DPIA Compact_v1.6 These are categorised as:
e Collection

e Transmission

e Storage
e Access
e Deletion

FPT Software establishes on what lawful basis (Consent; contractual obligation; legal obligation; vital
interests; public interest; legitimate interest) the data is being processed and its appropriate retention
period (in line with Procedure_Retention of Records_V1.6 and Guideline_Personal Data
Retention_v3.7).

FPT Software identifies the category of data processed, whether it is personal, special or that of

children, and the format of the data (Plain text — paper; plan text — digital; PDF; audio; video; picture).

FPT Software identifies who has access to the data (individuals, teams, third-parties, or data processor)
or who are involved in the processing of personal data, or processing activity, recording the geographic

location of where the processing takes place and / or if it is transborder processing.
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4 Identification of Privacy Risks

FPT Software assesses the privacy risks for each process activity as described in clause 3 above by:
Identifying and describing the privacy risk associated to that process activity

Using the likelihood criteria (1 — low, 2 — medium and 3 - high), scoring the likelihood of the risk

occurring

Using the impact criteria (0 — zero impact, 1 — low, 2 — medium and 3 - high) of the risk should

it occur

Producing a calculated risk, identifying the risk to the rights and freedoms of data subjects.

In assessing the privacy risks, FPT Software considers risks to the rights and freedoms of natural
persons resulting from the processing of personal data; risks to the business (including reputational

damage); and its objectives and obligations (both regulatory and contractual).

FPT Software identifies solutions to privacy risks (Considering post-treatment compliance with the data
protection principles, privacy notice(s), any limitations to the purpose of processing, accuracy of
personal data, data minimization...), assigns a risk treatment owner and sets a target date for

completion.

FPT Software prioritises analysed risks for risk treatment based on the risk level criteria established

above.

FPT Software risk owner GRC, together with Global Data Protection Officer, approves and signs off

each DPIA for each data processing activity.
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5 Prior Consultation, GDPR Article 36

Where the DPIA identifies that processing of personal data will result in high risk to the data subject, in
the absence of risk mitigating measures and controls, FPT Software consults with the respective EU

supervisory authority, using the following method.

When FPT Software requests consultation from the supervisory authority it provides the following

information:

Detail of the responsibilities of FPT Software ([controller/processor/joint controller]), and the

[data controller/processor/joint controller] involved in the processing
Purpose of the intended processing

Detail of any/all measures and controls in place/provided to protect the rights and freedoms of

the data subject(s)
Contact details of the Global Data Protection Officer
A copy of the data protection impact assessment

Any other information requested by the supervisory authority
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6 DPIA under PDPD 356 VN and PDPL91 VN on personal data protection

Local DPO, with confirmation from GDPO and approval from the COO, will be responsible for
performing, maintaining and submitting to the Ministry of Public Security the DPIA for FPT Software in

case FPT Software plays the role as a data controller or a data controller-cum-processor.

The cases if FPT Software plays the role as a data processor or third party/sub-processor that process
personal data of other organizations or legal entities, GDPO and local DPO will support relevant
departments that process or in charge of the processing of personal data on establishing the document.
The departments then must submit the DPIA to the Ministry of Public Security as well as maintain the
record of such DPIA to ensuring it is available for inspection and assessment by the Ministry of Public

Security in accordance with the legal provisions applicable at any given time.
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7  Document Owner and Approval

The Data Protection Officer (GDPQ) is the owner of this document and is responsible for ensuring that
this procedure is reviewed in line with the review requirements of the GDPR, other national/international

data protection regulations and Guideline_Personal Data Protection Policy Development_v2.7.
A current version of this document is available and published to FPT Software employees on QMS.

This procedure was approved by the COO, board member responsible for data protection, see record

of change.

17e-QT/SG/HDCV/FSOFT Public 13/17



Procedure_Data Protection Impact Assessment v1.6

8 APPENDIX

8.1 Definition

Abbreviations

Pll, Personal
Identifiable
Information,

Personal Data

Data Subject

Data Controller

Data Processor

Recipient

Third Party

DPO/GDPO

DPIA

PIMS

EU

Description

Refer to the personal data defined by the EU GDPR (Article 4 (1)),
‘personal data’ means any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier such
as a name, an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic, mental,

economic, cultural or social identity of that natural person.

EU GDPR (Article 4 - 1),
Data subject refers to any individual person who can be identified, directly or

indirectly.
EU GDPR (Article 4 - 7),

Data Controller means the natural or legal person, public authority, agency or
anybody which alone or jointly with others, determines the purpose and means
of processing of personal data; where the purpose and means of such
processing are determined by Union or Member State law, the controller or the
specific criteria for its nomination may be provided for by Union or Member

State law.

EU GDPR (Article 4 - 8),
Data Processor means a natural or legal person, public authority, agency or

anybody which processes data on behalf of the controller.

EU GDPR (Article 4 - 9),
A natural or legal person, public authority, agency or anybody, to which the

personal data are disclosed, whether third party or not.

EU GDPR (Article 4 - 10),
A natural or legal person, public authority, agency or anybody other than the
data subject, controller, processor and persons who under direct authority of

controller or processor, are authorized to process personal data
Data Protection Officer/Global Data Protection Officer
Data Protection Impacted Assessment

Personal Information Management System

European Union
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8.2 Related Documents

See Guideline_Framework, Personal Data Protection Handbook_v1.2,

See Guideline_Relevant Data Protection Law Regulation Standard_v1.2.
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8.3 Data Protection Law, Vietnam, Overview

In Vietham, personal data protection is governed by the Personal Data Protection Law 2025.

Regulations on data protection and privacy can also be found in various legal instruments. The right of

privacy and right of reputation, dignity and honor and fundamental principles of such rights are currently
provided for in Constitution 2013 (“Constitution”) and Civil Code 2015 (“Civil Code”) as inviolable and

protected by law.

Regarding personal data, the guiding principles on collection, storage, use, process, disclosure or

transfer of personal information are specified in the following main laws and documents:

Criminal Code No. 100/2015/QH13, passed by the National Assembly on 27 November 2015

Law No. 24/2018/QH14 on Cybersecurity, passed by the National Assembly on 12 June 2018
and will expire on July 1st, 2026 (“Cybersecurity Law”); Law No 116/2025/QH15 on
Cybersecurity will take effect on July 1, 2026;

Law No. 86/2015/QH13 on Network Information Security, passed by the National Assembly on
19 November 2015; as amended by Law No. 35/2018/QH14 dated 20 November 2018, on
amendments to some articles concerning planning of 37 Laws (“Network Information Security
Law”); will expire on July 1, 2026. Replaced by Law No 116/2025/QH15 on Cybersecurity will
take effect on July 1, 2026;

Law 19/2023/QH15 on Protection of Consumers’ Rights, passed by the National Assembly on
20 June 2023 (“CRPL");

Law No. 67/2006/QH11 on Information Technology, passed by the National Assembly on 29
June 2006; as amended by Law No. 21/2017/QH14 dated 14 November 2017 on planning (“IT
Law”);

Law 20/2023/QH15 on E-transactions, passed by the National Assembly on 22 June 2023 (“E-

transactions Law”);

Decree No. 85/2016/ND-CP dated 1 July 2016, on the security of information systems by

classification (“Decree 85”);

Decree No. 147/2024/ND-CP dated 09 November 2024 of the Government, on management,
provision and use of Internet services and cyber information; (“Decree 147”);

Decree No. 52/2013/ND-CP dated 16 May 2013 of the Government; as amended by Decree
No. 08/2018/ND-CP dated 15 January 2018, on amendments to certain Decrees related to
business conditions under state management of the Ministry of Industry and Trade and Decree
No. 85/2021/ND-CP dated 25 September 2021 (“Decree 527);

Decree No. 15/2020/ND-CP of the Government dated 3 February 2020 on penalties for
administrative violations against regulations on postal services, telecommunications, radio

frequencies, information technology and electronic transactions (“Decree 15”);

Circular No. 03/2017/TT-BTTTT of the Ministry of Information and Communications dated 24
April 2017 on guidelines for Decree 85 (“Circular 03”);
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Decree No. 147/2024/ND-CP dated 09 November 2024 of the Government, on management,

provision and use of Internet services and cyber information; (“Decree 147”);

e Circular No. 20/2017/TT-BTTTT dated 12 September 2017 of the Ministry of Information and
Communications, providing for Regulations on coordinating and responding to information

security incidents nationwide (“Circular 20”);

e Circular No. 48/2025/TT-BKHCN dated 25 December 2025 of the Ministry of Science and
Technology of Vietnam, providing for elaborating the management and use of internet
resources (“Circular 48”); and

e Decision No. 05/2017/QD-TTg of the Prime Minister dated 16 March 2017 on emergency

response plans to ensure national cyber-information security (“Decision 05”).

Applicability of the legal documents will depend on the factual context of each case, e.g businesses in
the banking and finance, education, healthcare sectors may be subject to specialized data protection
regulations, not to mention to regulations on employees’ personal information as provided in Labour
Code 2019 (“Labour Code”).

The most important Vietnamese legal documents regulating data protection are the Cybersecurity Law
and Network Information Security Law. Cybersecurity laws in other jurisdictions that were inspired by
the GDPR of the EU, the Cybersecurity Law of Vietnam shares similarities with China’s Cybersecurity
Law enacted in 2017. The law focuses on providing the government with the ability to control the flow
of information. The Network Information Security Law enforces data privacy rights for individual data

subjects.

A draft Decree detailing a number of articles of the Cybersecurity Law (“Draft Cybersecurity Decree”),
notably including implementation guidelines for data localization requirements, together with a draft
Decree detailing the order of and procedures for application of a number of cybersecurity assurance
measures and a draft Decision of the Prime Minister promulgating a List of information systems
important for national security, are being prepared by the Ministry of Public Security (“MPS”) in

coordination with other relevant ministries, ministerial-level agencies and bodies.

MPS has drafted a Decree on personal data protection (“Draft PDPD”), which is contemplated to
consolidate all data protection laws and regulations into one comprehensive data protection law as well
as make significant additions and improvements to the existing regulations. The Draft PDPD13 in
February 2021 and was originally scheduled to take effect by December 2021. PDPD 13 was finalized
and was coming in force 07/2023. On July 1, 2025, Law 91/2025/QH15 Personal Data Protection Law
(PDPL) was published to the national database on legal documents. This follows the draft PDPL being
passed by the National Assembly on June 26, 2025. It will come in force 01.01.2026.

On July 1, 2025, Law No. 60/2024/QH15 for the Data Law entered into effect, following its passage by
the National Assembly on November 30, 2024.

On December 31, 2025, the Government of Vietnam issued Decree No0.356/2025/ND-CP (“Decree
356”), guiding the implementation of the Law on Personal Data Protection 2025 (“PDPL91”). Effective
immediately as of January 1, 2026, Decree 356 replaces the previous Decree No. 13/2023/ND-CP.
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